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SPECIAL SECTION

Cyber Threats in Latin America
Joe Devanny

Abstract: Latin America faces severe cyber threats from crime and espionage, with 
highly uneven cybersecurity capacity across the region. Two decades of  capacity-
building have produced progress, but evolving tactics, structural constraints and 
declining external assistance threaten to exacerbate the region’s vulnerabilities. 
This paper argues that stronger domestic resilience must be combined with deeper 
cross-border cooperation. Sustained political leadership, investment and public-
private coalitions are essential to transcend a reactive posture and pursue a more 
strategic approach.
Keywords: cybersecurity; cybercrime; cyber strategy; Latin America.
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Utopian visions in the 1990s saw the Internet shifting power from 
governments towards individuals (Barlow 1996; Dyson et al. 1996; 
Negroponte 1995).1 Notwithstanding–in fact, precisely because of–

the Internet’s many benefits to individuals, cyberspace also became a target for 
criminals, a medium of  surveillance, and a domain of  inter-State competition 
(Morozov 2011; Deibert 2013). This is the darker side of  the global impact 
of  digital technologies on economic, political and social life (Castells 2009; 
Jordan 2020).

Social media platforms, banking applications, and connected critical 
infrastructure enrich our everyday lives, but also increase the digital attack surface. 
This is particularly true in Latin America. According to one estimate, it suffers 40% 
more cyber-attacks weekly than the global average (Check Point 2025).

The region has high rates of  Internet adoption, especially mobile Internet 
(Contreras & Barrett 2020, 215). Countering digital threats requires capacity-
building across the region, but capacity has developed unevenly (Bellasio et al. 
2018; Barmpaliou & Pawlak 2025; Contreras & Barrett 2020). Poor regional 
cybersecurity capacity leaves it vulnerable to a variety of  threats (Crowdstrike 2025; 
Google Threat Intelligence Group 2026; Kaspersky 2024a; 2024b; SOCRadar 
2025). Structural factors have even fostered a regional ecosystem of  cybercriminals, 
for example in Argentina and Brazil, whose malware affects targets in the region 
and beyond (Esprit 2023). 

In global commentary, cyber threats are more often associated with great-
power competition than with Latin America–e.g., Stuxnet manipulating Iranian 
centrifuges or Russian cyber-attacks against Ukraine (Zetter 2014; Greenberg 2019). 
But Latin America is not immune from State cyber threats. In the January 2026 
US military operation to apprehend Venezuelan President Nicolas Maduro, cyber 
capabilities were reportedly used (Hurel 2026). Brazil’s President will probably 
not have been the only president in the region to have reportedly wanted to learn 

1.  I am grateful to Dstl and the Engineering and Physical Sciences Research Council (EPSRC) for funding this research project, and to my former 
post-doctoral research associate, Dr Arthur Laudrain, for his collaboration. I am also grateful for the contribution of the participants in a July 
2025 roundtable discussion, conducted under the Chatham House rule, bringing together regional cyber experts from different sectors. This 
event was kindly hosted by the Brazilian Army Command & General Staff College (ECEME).

Joe Devanny is Senior Lecturer in the Department of  War Studies at King’s College London and co-
director of  the Centre for Defence Studies at King’s. He was a 2022-2023 British Academy Innovation 
Fellow at the UK Foreign, Commonwealth and Development Office (FCDO) and a 2023-2025 project 
fellow of  the Research Institute for Sociotechnical Cyber Security (RISCS). His research focuses on the 
relationship between politics and security, including in the field of  cybersecurity. He is the co-editor of  the 
Research Handbook on Cyberwarfare (Edward Elgar 2024).
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how well-prepared his national defenses would be in a similar scenario (Barnes & 
Kurmanaev 2026; Sassine 2026).

Cyber threats are increasingly receiving regional attention and more political 
prioritization (Hurel & Devanny 2023; Hurel 2023). Prioritization is crucial, both 
nationally and at the regional level. It requires strategic patience: good initiatives 
can fail, and progress can be reversed, if  commitment fades across administrations 
(Devanny & Buchan 2023; 2024). 

Cyber threats are true “problems without passports” (Annan 2009) because 
hostile actors can target victims globally. Responses must be similarly international. 
From law enforcement to capacity-building assistance and the elaboration of  norms 
of  responsible behavior, international cooperation is vital.

This paper begins with an overview of  the international context for Latin 
America’s cyber threats. It argues that, while global cooperation is important, 
governments should focus on improving regional cooperation and mitigating 
reductions in external assistance. Aid budget cuts in historically large donor States, 
such as the US and UK, together with the Trump administration’s January 2026 
exit from organizations such as the Global Forum on Cyber Expertise, represent 
a pivotal moment in the short history of  cyber capacity-building (OECD 2025; 
Mitchell & Hughes 2026; Painter 2026).

The second section focuses on efforts within the region, both national and 
transnational, identifying key factors shaping governmental activities and evaluating 
progress. Some governments are better able to respond than others, but all face 
significant capacity constraints and competing priorities. Few States have experienced 
a cyber crisis like Costa Rica’s ransomware incident in 2022, but that example 
should sharpen the region’s commitment to improve (Lostri & Wood 2023). Finally, 
the paper explores how the region can improve its threat responses, addressing the 
“agentic” turn towards cyber threats enabled by artificial intelligence (Devanny 
2024; Anthropic 2025; Crowdstrike 2026).

INTERNATIONAL CONTEXT
States and non-State actors pose threats in cyberspace, threats originating 

both in and beyond Latin America. Cyber threats encompass espionage, crime, 
hacktivism, and offensive operations to achieve disruption or destruction. National 
cyber strategies must therefore include an international dimension, engaging 
external donors in capacity-building, other States in multilateral cyber diplomacy, 
and foreign law-enforcement partners (Devanny & Dwyer 2023).
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Regional Threat Landscape 
Like other regions, Latin America suffers from cyber espionage. This has been 

on the region’s agenda since at least 2013 and Edward Snowden’s allegations about 
US espionage, including targeting the communications of  several heads of  State 
(Meacham 2013). More recently, global cyber espionage campaigns associated with 
a Chinese threat actor have reportedly included Latin American targets (Greig & 
Matishak 2026). Wider geopolitical context should render it unsurprising that great 
powers regard Latin America as an intelligence priority.

Cyber espionage simply reflects the historical fact that espionage adapts to 
new technological developments. The technical medium of  spying does not change 
the strategic reality of  espionage victimhood (Devanny, Stevens & Martin 2021). 
High-profile revelations, such as Snowden’s, can create diplomatic awkwardness, 
but bilateral relations endure. States should not be complacent: they should focus 
on remediating vulnerabilities, reducing risk in a world where the intention to spy is 
ever present.

Governments can also pose cyber threats to their own citizens, for example, to 
opposition groups, by misusing commercial cyber intrusion capabilities (Southwick 
2023; Díaz 2025). Several such cases have been publicly reported in the region. Non-
profit organizations such as the CitizenLab have conducted forensic investigations 
into governments’ misuse of  spyware against media and civil society organizations 
(Scott-Railton et al. 2022). Diplomacy to reduce spyware abuses has not seen 
significant regional engagement. The political process in democracies, particularly 
after changes in government, is the best avenue to address such controversies 
domestically, as has happened in Brazil and elsewhere (Phillips 2024; Al Jazeera 
2026; Koukoumakas 2026).        

The region’s most serious cyberthreat is arguably financially-motivated 
cybercriminals–notwithstanding the regional activities of  non-financially-motivated 
hacktivists (Liemann Escobar & Barr 2024). There has been significant growth in 
digitalization across Latin America over the last decade, especially in the region’s 
largest economies (such as Brazil and Mexico). Between 2000 and 2019, for example, 
the region had the third-highest growth in Internet usage in the world, with Internet 
access generating US$ 27.65 billion in regional revenue by 2016 (Contreras & 
Barrett 2020, 215). All this inevitably expanded the attack surface and the region’s 
attractiveness for ransomware and data-extortion criminals, particularly in light of  
the widespread regional use of  financial applications. 

Many cybercrimes do not originate in Latin America: criminals strike 
wherever there is an opportunity to make money (Crowdstrike 2025). Much of  this 
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crime originates in countries such as China and Russia. Moreover, the scale, speed, 
frequency and sophistication of  ransomware and phishing-fraud campaigns have 
increased sharply (Crowdstrike 2025). That said, countries such as Argentina and 
Brazil are known for their respective ecosystems of  financial malware development 
(Esprit 2023; Interpol 2024). Socioeconomic inequalities and low digital literacy 
increase the risk of  insider threats because of  the illicit trade in personal identifiers 
(e.g., login credentials) to facilitate crimes (Greig 2025). Good data on the levels of  
ransomware payments is hard to get, but there is a sense that the region is more prone 
than others both to paying ransoms and to not reporting payments to authorities 
(private communications between practitioners and author, July 2025). 

This severe threat scenario requires a significant response. The breadth of  
cyber capacity-building activity spans reforms of  governance, regulation, raising 
public awareness, and the improvement of  technical capacities and skills throughout 
government and wider society. Many initiatives have been sponsored and/or 
provided by external donors.

Cyber Capacitybuilding 
International assistance, both longer-term and crisis-response interventions, 

has been a prominent feature of  the region’s effort to counter cyber threats for more 
than a decade (Global Forum on Cyber Expertise 2023). Examples include Spanish 
and US emergency assistance to Costa Rica following its 2022 ransomware incident 
(Lostri & Wood 2023), as well as longer-term capacity-building support from other 
donors (Cyber Maturity Model 2024). Many of  the region’s national cybersecurity 
strategies, cyber-awareness campaigns, and creation of  computer security incident 
response teams (CSIRTs) were enabled by external assistance.

Many of  these efforts were channeled through the Organization of  American 
States (OAS). Between 2004 and 2020, the OAS reached over 15.000 people in 
cybersecurity training and awareness-raising projects. It helped create 17 CSIRTS 
in 11 countries. The OAS supported the production and implementation of  cyber 
strategies across the region throughout the 2010s, including in Brazil (Contreras & 
Barrett 2020, 216).

The second half  of  the 2020s is likely to see less external donor assistance, but 
the nature of  this impact is not yet clear. States in the region will need to cooperate, 
including with private sector actors, to address this new reality. Two obvious areas 
of  international effort are diplomacy and law enforcement cooperation to counter 
cybercrime. Below, we explore the first of  these as an indicative case.
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Cyber Diplomacy 
Brazil stands out in the region for its active engagement with the UN multilateral 

processes to agree norms of  responsible State behavior in cyberspace (Paulus 
2024). These processes accelerated from 2011 onwards, elaborating eleven non-
binding norms of  constructive behavior–such as cooperating with other States, 
and actively improving one’s own 
national cybersecurity–and proscribing 
some destabilizing behaviors, such as 
permitting sovereign territory to be used 
for malicious cyber activity. The UN 
cyber diplomacy process has become 
more inclusive over time, but it is 
reasonable to doubt what it has achieved 
(and could be expected to achieve in the 
future), given the relentless severity of  
cyber threats (Devanny 2025). There is 
doubt about how far the region’s States, 
and other non-great-power States, can 
effectively shape the UN cyber agenda 
(Hurel 2025, 4). 

Several major cybercrime incidents 
in the region have been perpetrated by 
Russian cybercriminals, but this does 
not appear to have led to bilateral 
diplomatic discussions with the Russian 
government about law enforcement 
cooperation to arrest and extradite 
these criminals. Even for countries 
(such as Brazil) with relatively good 
bilateral relations with Russia, the 
idea of  instrumentalizing that bilateral 
relationship for improved counter-
cybercrime cooperation appears to be 
a non-starter. No one thinks it would 
work (private communications between practitioners and author, July 2025). This is 
probably due to the relatively low priority of  cybercrime in the respective bilateral 
relationships, and to doubts about what leverage Latin American States could apply 
to Russia to achieve positive diplomatic outcomes. 

Several major cybercrime 
incidents in the [Latin 
American] region have been 
perpetrated by Russian 
cybercriminals, but this does 
not appear to have led to 
bilateral diplomatic discussion 
with the Russian government 
about law-enforcement 
cooperation to arrest and 
extradite these criminals. Even 
for countries (such as Brazil) 
with relatively good bilateral 
relations with Russia, the 
idea of  instrumentalizing 
that bilateral relationship 
for improved counter-
cybercrime cooperation 
appears to be a non-starter.
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The primacy of  multilateralism is a key principle of  Brazilian diplomacy, 
pursued more actively by Brazil given its greater resources, but also representative of  
the region. This commitment to multilateralism, and the primacy of  the UN, shapes 
the regional view of  parallel, Western-led initiatives such as the UK-France-driven Pall 
Mall Process, which addresses the proliferation and irresponsible use of  commercial 
cyber intrusion capabilities in an international, multistakeholder initiative (Herpig & 
Paulus 2024; FCDO 2025). From a regional diplomatic perspective, such initiatives 
exist outside of  the multilateral process–intentionally so, as they aim to achieve 
more momentum, with a wider range of  stakeholders, than would be possible in the 
more State-centric, consensus-driven UN approach. Ideally, from a multilateralist 
perspective, diplomats should wait for the UN to take up this issue. Furthermore, 
countries in the region maintain a strong commitment to respecting State sovereignty, 
which suggests wariness about any initiative that aims to constrain States’ choices 
about what cyber capabilities to procure on the open global market. Moreover, 
regarding the Pall Mall Process specifically, there is a view that governments in the 
region simply did not have the time to work through all the inter-agency questions 
necessary to take a view on the Pall Mall agreement in time to sign it. Additionally, 
it is arguable that few governments in 
the region regard normative agreement 
on spyware as their top cybersecurity 
priority, given the proliferation of  higher-
priority cyber threats. 

There are sharp limits to what 
the region can expect from UN cyber 
diplomacy. Foreign ministries in Latin 
America–even the largest and best-
resourced–face meaningful capacity 
constraints on how effectively they can 
engage with cyber diplomacy initiatives. 
Governments should therefore ruthlessly 
prioritize their diplomatic resources towards efforts that will make a material 
contribution to their cybersecurity outcomes. It would be desirable to create and 
sustain an action-oriented, structured regional dialogue between diplomats and 
top cybersecurity officials to agree and implement a shared diplomatic agenda to 
address common threats.    

While this paper does not explore cyber law-enforcement cooperation 
specifically, there is a similar sense among regional experts that a more structured, 
coherent and strategic approach to law enforcement cooperation would be beneficial 

It would be desirable to 
create and sustain an action-
oriented, structured regional 
dialogue between diplomats 
and top cybersecurity officials 
to agree and implement a 
shared diplomatic agenda to 
address common threats.



Cyber Threats in Latin America 

Year 5 / No. 17 / 2026   ·   49

(Contreras et al. 2025, 17; private communications between practitioners and author, 
July 2025). Suggestions for how this dimension of  international cooperation could 
be improved and further institutionalized are discussed in the third section.

COUNTERING CYBER THREATS
The previous section highlighted how embedded Latin America is in a global 

cyber-threat scenario. No region controls its cyber destiny without international 
assistance, but that does not mean any region can neglect what it can do to improve 
cybersecurity and resilience. Such efforts have been evident across the region for 
nearly 20 years, but progress is uneven. Politics–sometimes, but not always, about 
resource allocation–often complicates and undermines this agenda. There is no 
“one size fits all” approach, given the significant variation in State capacity across 
the region (International Telecommunication Union 2024, 27).  

Brazil’s Cyber Governance Reforms
Over the last three years, Brazil has pursued the region’s most ambitious 

cybersecurity reform agenda (Devanny & Buchan 2023, 4-6). This agenda has 
encountered significant budgetary and political problems, holding back its flagship 
institutional reform of  cybersecurity governance (Grossman 2025; 2026). This is 
not due to political polarization, nor to 
tensions between the Lula Presidency 
and Congress. It reflects the relatively 
low salience of  cybersecurity in the 
Presidency’s political and legislative 
agenda (Devanny & Buchan 2023, 4).

There has also potentially been 
reluctance in the Presidency to create 
autonomous agencies outside of  effective 
presidential control. This tension, 
between politics and technocracy, 
resonates beyond Brazil. Cybersecurity is not simply a technical issue. It cannot 
be depoliticized without loss. There are pros and cons to establishing a national 
cybersecurity agency with tighter political control, notably a trade-off between 
democratic legitimacy and politicized interference. The political sensitivity of  this 
issue is heightened wherever there is a history of  controversies over governments 
spying on opposition figures and critics (Phillips 2024).

[The tension] between 
politics and technocracy 
resonates beyond Brazil. 
Cybersecurity is not simply a 
technical issue. It cannot be 
depoliticized without loss.
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As Brazil’s 2026 presidential election nears, it is increasingly unlikely that 
further legislative progress will be made as political parties switch to campaigning 
mode. This is a pattern–of  politics disrupting cybersecurity progress–that has been 
seen elsewhere in the region (Devanny & Buchan 2024). In the absence of  strong 
political commitment in the Executive, the need for congressional cybersecurity 
leadership becomes more important for sustaining progress.

Evaluating the Regional Response 
Structural constraints across the region, resource and skill gaps, and the 

prevalence of  (legacy/pirated) vendor-unsupported software are major barriers to 
reducing and mitigating cyber threats. Some of  these constraints can be addressed 
through regional cooperation, but there is no substitute for sustained national 
political leadership. Indeed, effective regional cooperation requires initiative from 
national leaders to make it happen.

This is a limiting factor because, legitimately, the region’s presidents have finite 
bandwidth and many competing priorities. Other priorities understandably out-
rank cybersecurity when States face serious challenges from non-cyber organized 
crime, public safety, service delivery, poverty reduction, and environmental crises. 
It is normal for top cybersecurity officials to have to compete against these other 
national priorities for limited executive attention, except in a Costa Rica-style national 
emergency, or perhaps a more limited, sector-specific but nonetheless severe crisis, 
e.g., a debilitating ransomware attack on critical energy or healthcare providers.

Outside of  emergencies, States must pursue pre-crisis investment, not least 
because the lack of  priority for cybersecurity within governments is not stopping 
the growth in importance of  digital technologies for modern society. Given such 
growth, more investment will pay off in terms of  resilience during a crisis. The 
region has seen incremental cybersecurity institutionalization for over a decade. 
This encompassed an increasing number of  national cybersecurity strategies (some 
States are on second or third iterations of  national strategy), national cyber agencies, 
CSIRTs, and patterns of  regional participation in cybersecurity exercises.  

These activities underline the understanding, in the region’s growing 
cybersecurity community, of  what is needed to improve performance in governance, 
oversight, regulatory and technical areas (Contreras 2024). The problem is not failure 
to know what to do, it is the barriers to converting understanding into change. The 
abiding sense is that political and resource constraints prevent faster, deeper national 
progress and impede more than ad hoc regional cooperation. Improvements are 
proposed in the third section, but what is needed is energetic and patient leadership 
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from a core network of  regional cyber “policy entrepreneurs” (Mintrom 2019), from 
both public and private sectors, to create momentum to put good ideas into practice.   

Cyber Defense
Depending on the national context, the Armed Forces can play expansive or 

narrower roles in cyber strategy. In Brazil, the Armed Forces are a major national 
actor with a broad remit in cyber defense. Across Latin America, cyber defense 
is a difficult subject to review based solely on public information, beyond noting 
that several States have established military cyber commands and are developing 
operational capabilities (Solar 2023). Uncertainty exists about both the precise legal 
basis for potential uses of  cyber operations and the quality of  democratic oversight 
(Alvarez & Vera-Hott 2022).

The theory of  “cyber persistence” has been influential in the US–and more 
broadly–advocating an approach to cyber competition that emphasizes taking the 
initiative, frustrating adversaries through high-tempo operations (Fischerkeller et al. 
2022). It is not feasible for the region’s cyber commands to emulate the US. But the 
creation of  cyberwarfare institutions–whether military or intelligence institutions–is 
motivated by more than the need to respond to cyber threats (Stevens & Devanny 2024). 
As the US raid on Venezuela reportedly demonstrated, cyber capabilities contribute to 
multi-domain operations. They potentially serve a wide variety of  strategic objectives 
(Devanny et al. 2021;  NCF 2023). Cyber forces have broad theoretical utility, but, in 
practice, they are difficult to develop effectively. Uneven maturity is observable even 
across better-known examples (Smeets 2022; Moore 2022).

Institutionalization of  cyber defense in Latin America over the last 20 years 
has been slow, uneven, and reflects historical and structural challenges to the 
integration of  military cyber capabilities into a coherent approach to statecraft (Solar 
2023; Devanny et al. 2022). In Brazil, the broad mandate of  military cyber forces 
encompasses the defense of  armed forces networks and systems, the cyber defense 
of  critical national infrastructure, and the wider development of  cyber capabilities. 
Given resource and workforce constraints, this is a challenging mandate (Devanny 
et al. 2022).

No public reports exist of  regional cyber forces conducting counter-cyber 
operations against State or non-State (i.e., criminal) actors. It is unclear to what 
extent cyber forces would be able to do so, regarding capabilities, relevant legislation 
and strategic culture. Nearer the time, when cyber forces develop sufficiently to be 
plausibly useful as part of  a State’s strategy to counter cyber threats through active 
cyber defense or more offensively, it would be prudent to elaborate a coherent 
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national process to govern the use of  such capabilities. That process should include 
some public signaling about the military’s role as a tool of  statecraft, not least to 
build public trust and legitimacy (Devanny & Dwyer 2023).  

FORWARD LOOK

Governments in the region should assume external cyber capacity-building 
assistance will be less predictable in the future, given recent like-minded aid cuts, 
which are unlikely to be reversed quickly. It is imperative for external donors to 
coordinate regional engagement closely, e.g., via the OAS, to maximize outcomes 
from shrinking investment.

With the US withdrawal from the Global Forum on Cyber Expertise (GFCE), 
other like-minded donors must coordinate with Washington bilaterally or via wider 
ad hoc efforts. The GFCE, EU LAC, and the OAS should continue to be used 
wherever there is no US participation. 
Like-minded donors must coordinate, 
ensuring their collective efforts are an 
attractive alternative where other actors, 
such as China, are also active in capacity-
building assistance. Donor competition 
clearly creates opportunities–but also 
difficult choices–for the region. 

Fluctuating external assistance 
necessitates closer cybersecurity 
cooperation within the region. The 
OAS is a repository of  deep institutional 
memory and expertise. Could it be 
the principal node for connecting the 
region’s CSIRT community (Contreras 
& Barrett 2020; Contreras 2024)? But 
the necessary political commitment and 
resources must come from member States themselves. Recognized regional leaders 
in cybersecurity, such as Brazil and Chile, will likely need to assume diplomatic 
leadership roles to make this happen. Absent domestic political pressure to elevate 
cybersecurity’s priority, it is not guaranteed that this will happen. The alternative 
is a continued patchwork of  initiatives, both national and regional, which lack the 
coordination, strategic patience, and resources to succeed.

Like-minded donors must 
coordinate, ensuring their 
collective efforts are an 
attractive alternative 
where other actors, such as 
China, are also active in 
capacity-building assistance. 
Donor competition clearly 
creates opportunities–but 
also difficult choices–
for the region.
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There is recent evidence that cooperation is improving between regional 
cybersecurity authorities (Porrúa et al. 2025, 28). Notwithstanding the need to 
improve national capacity and governance, it should be a top priority for States to 
explore further and deeper regional cooperation between authorities (and private 
companies), including systematic information sharing (Contreras et al. 2025) and 
protocols for collaborative incident 
responses. Incremental initiatives–
intensifying existing cooperation 
between the most willing, least wary 
actors–will produce more rapid progress 
than pursuing grander ambitions, such 
as the creation of  a powerful regional 
cybersecurity entity. It is worthwhile to 
explore institutionalizing regional efforts 
to train cybersecurity professionals, 
including common standards and, 
potentially, a regional training academy. 
Flagship national, whole-of-system 
cyber exercises such as Brazil’s annual 
Cyber Guardian are well-regarded (Barroso 
Campos 2022)–and have already been 
emulated by Chile (Ejército de Chile 
2025). There should be a discussion 
about how to build on this, creating a 
structured program of  regional exercises 
to identify necessary improvements, 
especially in crisis response. States 
should not be afraid to push boundaries. While issues of  sovereignty, data security, 
mutual trust and the protection of  equities are real, the benefits of  pooling resources 
and expertise are worth the effort of  overcoming challenges.

Such efforts will require contributions from non-State stakeholders, 
particularly the region’s private companies. Useful cases exist for possible regional 
adaptation, e.g., the UK’s efforts to combine governmental and corporate 
cybersecurity expertise (NCSC n.d.). Private companies face competing incentives 
engaging with governments on pro bono or reduced-fee bases, but the shared 
objective of  improving regional cybersecurity should motivate collaboration. If  
offset by an environment of  rising regional investment in cybersecurity services, 
provided by companies from the region, this would be an easier case to make. 

Recognized regional leaders 
in cybersecurity, such as 
Brazil and Chile, will 
likely need to assume 
diplomatic leadership roles 
to make [closer cybersecurity 
cooperation within the 
region] happen. (...)The 
alternative is a continued 
patchwork of  initiatives, 
both national and regional, 
which lack the coordination, 
strategic patience, and 
resources to succeed.
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Information sharing needs to improve between threat intelligence companies and 
key economic sectors, overcoming concerns about protecting equities or breaching 
data-protection regulations. 

The private sector can also contribute to active cyber defense, including 
automated vulnerability scanning, across governmental or wider sectoral 
networks (Whitehouse & Ellison 2024; 
Martin 2026). This is a way to scale 
defenses–pooling resources, providing 
shared services across sectors–against 
criminals’ use of  artificial intelligence 
to increase the scale, frequency, and 
sophistication of  activities such as 
phishing. Given legal implications 
regarding external operations and 
diplomatic sensitivities, this is likely 
to be a better area to explore private 
sector contributions than legally-
mandated “hacking back” and “letters 
of  marque” for private companies to 
disrupt cybercriminal networks, which 
is largely counter-cultural in the region 
and would likely be an accountability 
and oversight nightmare (Mott 2026). 
While active cyber defense does little 
to address advanced persistent threat 
actors or supply-chain risks, it would 
help regional governments improve 
baseline cybersecurity protections 
for many institutions across sectors 
(Crowdstrike 2026).   

None of  this will be possible without active, sustained political leadership. 
National legislators, business lobbies, and civil society groups can stimulate the 
necessary debate and elevated political profile of  cybersecurity, raising the issue 
further on governmental agendas. Understandably, none of  the leading States have 
yet adopted the cause of  cybersecurity as a top regional priority. There are many 
competing priorities at the national level. But there is a strong case that improved 
cybersecurity pays off in economic development, growth, and regional stability. 

[I]t should be a top  
priority for States to  
explore further and deeper 
regional cooperation  
between authorities  
(and private companies), 
including systematic 
information sharing and 
protocols for collaborative 
incident responses. (...)  
It is worthwhile to explore 
institutionalizing regional 
efforts to train cybersecurity 
professionals, including 
common standards and, 
potentially, a regional 
training academy.
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CONCLUSION
As the late computer scientist Ross Anderson noted (2001, 364), “information 

security is about power and money.” The world’s most capable and best-resourced 
“cyber powers” are external to the region, so even Latin America’s regional leaders, 
like Brazil, face sharp constraints (Devanny et al. 2022). Addressing Latin America’s 
cyber threats is not a purely technical challenge. It encompasses political and economic 
obstacles. It requires sustained, coordinated action by multiple stakeholders across 
governmental and other sectors. This is hard to achieve nationally, harder still across 
the region. But some progress has been made in the last decade (Porrúa et al. 2025). 

Dependencies on foreign hardware and software create flashpoints, posing 
challenges to the effective exercise of  sovereignty. This applies to the role of  foreign-
owned communications platforms in domestic political discourse (Wells & Yousif  
2025) and supply-chain risks across all sectors (Greig 2025). Latin American States 
notably lack sufficient market power to 
exercise a “Brussels effect” on global 
companies through regulation (Bradford 
2020). States must therefore cooperate 
to reduce or mitigate these risks.

Brazil has been notably active 
in multilateral processes to elaborate 
cyber norms (Paulus 2024; Hurel 2022; 
Devanny & Buchan 2023, 10-18). 
These processes have been in play 
for over 20 years, while cyber threats 
have only intensified and proliferated. 
At best, normative processes are slow 
and incremental (Finnemore 2011, 
90), but States cannot rely on this 
diplomacy to constrain threat activity 
(Devanny 2025). 

The scale, severity and speed of  
cyber threats is daunting, but optimists 
can point to some (albeit uneven) 
improvements in regulation, governance 
and operational capacity. Over 20 years, increasing implementation of  national 
cyber strategies, creation of  agencies and emergency response teams are all positive 
steps (Contreras & Barrett 2020). Coordination problems and capacity constraints 

Useful cases [of  non-
State stakeholders] exist for 
possible regional adaptation, 
e.g., the UK’s efforts to 
combine governmental and 
corporate cybersecurity 
expertise. (...) Information 
sharing needs to improve 
between threat intelligence 
companies and key 
economic sectors, overcoming 
concerns about protecting 
equities or breaching data-
protection regulations.
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persist, of  course, as does the perennial 
challenge of  elevating political priority 
and sustaining leadership focus on 
cybersecurity (Hurel & Devanny 2023). 

Sustained political effort is vital 
to achieving progress against cyber 
threats across Latin America. Political 
leadership does not happen by accident. 
The impetus for change should arrive 
before a crisis makes it impossible to 
ignore. In democracies, key networks 
and actor coalitions across all sectors 
must collaborate to advocate for more 
investment, reform and strategic focus 
on cybersecurity and resilience. 
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