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Exploring the 2023 U.S. Directive 
on Autonomy in Weapon 
Systems: Key Advancements  
and Potential Implications  
for International Discussions
Lutiana Valadares Fernandes Barbosa 

Abstract: Despite international efforts, no specific regulation exists on Autonomous 
Weapons Systems (AWS) use in armed conflicts. The Department of  Defense (DoD) 
directives on AWS are essential within the United States and impact international 
discussions. In 2023, the DoD reviewed the definition of  AWS and semi-AWS, 
replacing the word “human operator” with “operator”. We critically present the 
revision’s primary shifts, pushbacks, and good practices.
Keywords: Autonomous Weapons Systems; Directive 3000.09; weapon review; 
International Humanitarian Law.

Explorando a Diretiva dos Estados Unidos de 2023 sobre 
Autonomia em Sistemas de Armas: principais avanços  
e implicações potenciais para discussões internacionais
Resumo: Apesar dos esforços internacionais, não existe regulamentação específica 
sobre o uso de Sistemas de Armas Autônomos (AWS) em conflitos armados. As diretri-
zes do Departamento de Defesa (DoD) sobre AWS são essenciais nos Estados Unidos e 
impactam as discussões internacionais. Em 2023, o DoD revisou a definição de AWS e 
semi-AWS, substituindo a palavra “operador humano” por “operador”. Apresentamos 
de forma crítica as principais mudanças, retrocessos e boas práticas da revisão.
Palavras-chave: sistemas autônomos de armas; Diretiva 3000.09; revisão de 
armas; Direito Humanitário Internacional.



118   ·   CEBRI-Revista

Barbosa 

In 2012, the United States published the Department of  Defense (DoD) Directive 
3000.09, Autonomy in Weapon Systems (United States Department of  Defense 
2012). By then, the debate over Autonomous Weapons Systems (AWS) was at 

a very initial stage. Three years later, the topic began to be informally discussed 
at the United Nations (UN) and, in 2017, formally discussed by the Group of  
Governmental Experts (GGE) on AWS under the auspices of  the Convention on 
Certain Conventional Weapons (CCW) (UNODA 2023). 

Throughout the last decade, AWS, which initially resembled characters 
of  science fiction movies, has been used in the international scenario. In 2021, 
an expert panel report addressed to the UN Security Council acknowledged the 
deployment of  the attack drone AWS STM Kargu-2 (Kargu 2022) in Libya in 
2020 and that other AWS might have been used in the ongoing Russian–Ukraine 
conflict (Kallenborn 2022). The report states: “The lethal autonomous weapons 
systems were programmed to attack targets without requiring data connectivity 
between the operator and the munition: in effect, a true ‘fire, forget and find’ 
capability” (UNSC 2021, 17). 

Despite diplomatic efforts and achievements through the excellent work of  the 
Brazilian Ambassador Flavio Soares Damico, Chair of  the 2021-2023 CCW GGE, 
and predecessors, diplomatic pace is much slower than technological development. 
While AWS remains without specific regulation in the international arena, few States 
– such as the U.S. and the United Kingdom (United Kingdom Ministry of  Defense 
2017) – have their directives on AWS or have made them publicly available. The 
2012 U.S. Directive 3000.09 has not only expressed the U.S. position on the debate 
but also impacted the international discussions, as it was the first State directive on 
AWS (Insinna & Mehta 2022) and reflected in the U.S. delegation statements at 
the CCW GGE (United States Delegation 2018, 2). Its concept, for instance, was 
embraced by international NGOs (Horowitz 2016, 85).

Published in 2012 before the debate at the UN began, Directive 3000.09 
has highly influenced international discussions. Following the technological 
developments since then, in 2023, the DoD published a new Directive 3000.09 
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with the potential to impact the ongoing international debate, which takes place 
mainly under the auspices of  the CCW. The novel definition, for instance, is the 
one contained in the delegations from Australia, Canada, Japan, the Republic of  
Korea, the United Kingdom, and the United States, as well as Draft articles on 
AWS prohibitions and other regulatory 
measures based on International 
Humanitarian Law (IHL), submitted 
to the CCW GGE in 2023 (Australia 
et al. 2023).

The present article analyzes the 
main novelties of  the 2023 Directive 
3000.09 and their possible impacts 
on the international discussion 
on AWS: substituting the word 
“human operator” for “operator” 
in the definition of  AWS and semi-
AWS; adding a restriction on the 
requirement of  appropriate levels 
of  human judgment and elucidating 
the definition of  failure; adding new 
requirements for AWS review and 
deployment; introducing concepts 
such as transparency, auditability, and 
explainability; and establishing the 
AWS Working Group. After critically 
presenting the primary shifts, this 
article discusses the good practices 
and pushbacks to the international 
community in the final considerations.

Less than one month after the 
2023 Directive was issued, the U.S. launched a Political Declaration at the 
Responsible AI in the Military Domain (REAIM) Conference in the Hague 
(United States Department of  State, 2023). The political declaration enunciates 
what the U.S. envisions as best practices and shared values on responsible use 
of  AI in the military domain and calls on States to adhere to it. Therefore, 
considering the pros and cons of  the 2023 DoD Directive 3000.09 innovations, 
we will do so in light of  the U.S. Political Declaration on Responsible Military 
Use of  Artificial Intelligence and Autonomy.

Published in 2012 before 
the debate at the United 
Nations began, Directive 
3000.09 has highly 
influenced international 
discussions. Following the 
technological developments 
since then, in 2023, the 
Department of  Defense 
published a new Directive 
3000.09 with the potential 
to impact the ongoing 
international debate, 
which takes place mainly 
under the auspices of  the 
Convention on Certain 
Conventional Weapons.
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THE NEW DEFINITION OF AWS
Until now, there was no internationally agreed definition of  AWS, and the 

2012 DoD Directive 3000.09 Definition has been widely used in the international 
debate (Davison 2017). The 2012 DoD Directive defined AWS as: 

A weapon system that, once activated, can select and engage targets without further 
intervention by a human operator. This includes human-supervised autonomous 
weapon systems that are designed to allow human operators to override operation of  
the weapon system, but can select and engage targets without further human input 
after activation (United States Department of  Defense 2012).

The 2023 DoD Directive maintains the structure of  the former definition but 
excludes reference to humans. It defines AWS as:

A weapon system that, once activated, can select and engage targets without 
further intervention by an operator. This includes, but is not limited to, operator-
supervised autonomous weapon systems that are designed to allow operators to 
override the operation of  the weapon system, but can select and engage targets 
without further operator input after activation (United States Department of  
Defense 2023a. Our emphasis.)

As observed, the 2023 Directive opted to delete the term “human” from the 
definition and substitute it for “operator”. Despite Scharre’s claim that the “core 
of  the definition of  an autonomous weapon has not changed” (Scharre 2023, our 
emphasis), this paper claims that, in the context of  the development of  autonomous 
technologies, the removal of  the word “human” changes the definition. In this 
sense, Horowitz, the director of  the Emerging Capabilities Policy Office at the 
Pentagon Institute for Security and Technology (IST), has affirmed that “every 
change we made to the directive was a response to a question or sometimes 
multiple questions that we got about the original directive” (Institute for Security 
and Technology 2023).

The draft articles on AWS presented by Australia, Canada, Japan, the 
Republic of  Korea, the United Kingdom, and the United States at the meeting of  
Governmental Experts on Lethal Autonomous Weapons in March 2023 included 
the novel U.S. DoD definition (Australia et al. 2023).
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The language change means an option to accept, or at least open the doors 
for future acceptance, that non-human operators also perform the actions stated 
in the Directive. Annex III of  the Draft articles on AWS, released after the 2023 
Directive, corroborates this interpretation. There is a reference to a human operator, 
indicating, a contrario sensu, that the operator could be a non-human. 

6. The IHL requirements and principles including inter alia distinction, proportionality, 
and precautions in attack must be applied through a chain of  responsible command 
and control by the human operators and commanders who use weapons systems based 
on emerging technologies in the area of  lethal autonomous weapons systems (2019 
Report 17d apud Australia et al. 2023).

The 2012 Directive’s “human operator” language also conveys that an 
operator could be or not be a human. In the same sense, the DoD Dictionary of  
Military and Associated Terms, as of  November 2021, defines: “unmanned aircraft 
— An aircraft that does not carry a human operator and is capable of  flight with or 
without human remote control. Also called UA (JP 3-30)” (United States Office of  
the Chairman of  the Joint Chiefs of  Staff 2021). Therefore, an unmanned aircraft 
could carry a non-human operator.

The novel definition has the side effect of  assenting, with a broader distance, 
between human action and AWS deployment, as a human operator could activate 
a non-human operator that, in turn, activates the AWS.

The 2023 Directive’s glossary defines an operator as “A person who operates a 
platform or weapon system”. The glossary refers not to “human,” but to “person”. 
Our interpretation is that the term “person” embraces individuals, natural and legal 
entities, as defined in legal dictionaries: 

Person. 1. A human being. 2. An entity (such as a corporation) that is recognized by 
the law as having the rights and duties of  a human being (Garner 1999, 1162).

In the same sense, the U.S. Code (18 U.S.C. § 2510 (6)), in the chapter dealing 
with “Wire and Electronic Communications Interception and Interception of  Oral 
Communications”, defines “person” as “any employee, or agent of  the United 
States or any State or political subdivision thereof, and any individual, partnership, 
association, joint stock company, trust, or corporation”. Therefore, there is room 
for interpretation that agents under the 2023 Directive could be legal persons. 
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As U.S. law currently stands, artificial 
intelligence (AI) does not bear legal 
personality, but legal persons can adopt 
decision-making processes through AI. 
Despite Scharre stating there is “No 
need to worry about bots controlling 
bots!” (Scharre 2023, 6), the Directive 
updates ensure U.S. global leadership 
on AWS considering the technological 
advances (United States Department of  
Defense 2023b). In 2012, algorithmic 
impacts on the military domain 
appeared distant and futuristic (Insinna 
& Mehta 2022). Considering the actual 
AI developments and the language 
changes, there is room for interpretation 
that this might indeed mean, in the 
future, “bots controlling bots”. 

The increased distance from 
the human element means that under 
the definition of  the 2023 Directive, 
a human agent might turn on a 
legal person’s decision device that 
operates through AI, which activates 
the AWS. Under the 2023 Directive, 
commanders and operators are still required to exercise “appropriate levels of  
human judgment over the use of  force,” as discussed in the next section. However, 
this human judgment could be of  the human that activates a legal person’s AI 
decision-making, for example. Human judgment is required over the use of  force 
and not over the AWS.

We acknowledge the possible view that broadening the scope of  AWS 
definition to those legal persons who can activate does not mean a lower level of  
human involvement, as the new Directive states that weapon systems activated by 
whatever persons are considered AWS. However, we disagree with this viewpoint 
since the novelty implies recognizing the acceptance of  AWS activated by non-
human operators.

This innovation goes contrary to the claims by International Human 
Rights Law and International Humanitarian Law organizations such as the 

There is room for 
interpretation that agents 
under the 2023 Directive 
could be legal persons. 
As U.S. law currently 
stands, artificial intelligence 
(AI) does not bear legal 
personality, but legal persons 
can adopt decision-making 
processes through AI. (...) 
Considering the actual 
AI developments and the 
language changes, there  
is room for interpretation  
that this might indeed  
mean, in the future,  
“bots controlling bots”.  
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International Committee of  the Red Cross (ICRC 2019), Human Rights Watch 
(Wareham 2021,1), Stop Killer Robots (Docherty, 2019), and some States that 
claim for a higher level of  human involvement in the process. We also observe 
that the 2012 Directive comprised fifteen pages and used the word “human” 
fifteen times, whereas the 2023 Directive used the word “human” twelve times 
in its twenty-four pages. 

RESTRICTIONS ON THE REQUIREMENT OF APPROPRIATE LEVELS  
OF HUMAN JUDGMENT

Human-machine interaction is a pressing issue in the international discussions 
at CCW GGE on AWS. While States seem to agree that some human-machine 
interaction is necessary (ICRC 2019), States broadly diverge on how it should be. 
Some States claim for meaningful human control (Acheson 2021), which requires a 
higher degree of  human involvement. Other States, such as Israel, Russia, and the 
U.S., refuse this concept (Acheson 2021, 13). The U.S. advocates for appropriate 
levels of  human judgment:      

“Appropriate” is a flexible term that reflects the fact that there is not a fixed, 
one-size-fits-all level of  human judgment that should be applied to every context. 
What is “appropriate” can differ across weapon systems, domains of  warfare, 
types of  warfare, operational contexts, and even across different functions in a 
weapon system. Some functions might be better performed by a computer than a 
human being, while other functions should be performed by humans (United States 
Delegation 2018, 2).

Therefore, appropriate levels of  human judgment do not “require manual 
human control of  the weapon system (…) but rather broader human involvement 
in decisions about how, when, where, and why the weapon will be employed” 
(Congressional Research Service 2022). Humans deploy AWS to the best of  their 
knowledge. They must not exercise what some interpret as the higher control 
threshold, as “control is more likely to ensure that humans have the power to 
reverse a machine’s decision on a particular attack” (Human Rights Watch 2016). 
The 2023 Directive maintains the 2012 requirement of  AWS design, training, 
and testing “to allow commanders and operators to exercise appropriate levels of  
human judgment over the use of  force” (United States Department of  Defense 
2023a, 3, 6, 10, 11, 15).



124   ·   CEBRI-Revista

Barbosa 

In the U.S. Political Declaration on Responsible Military Use of  Artificial 
Intelligence and Autonomy, the U.S. also calls for the appropriate levels of  human 
judgment standards by stating: 

E. States should ensure that relevant personnel exercise appropriate care, including 
appropriate levels of  human judgment, in the development, deployment, and use of  
military AI capabilities, including weapon systems incorporating such capabilities 
(United States Department of  State 2023). 

It only calls on human control regarding nuclear weapons: 

B. States should maintain human control and involvement for all actions critical to 
informing and executing sovereign decisions concerning nuclear weapons employment 
(United States Department of  State 2023).

International Human Rights Law and International Humanitarian Law 
organizations such as ICRC (ICRC 2019), Human Rights Watch (Wareham 
2021, 1), and Stop Killer Robots oppose the requirement of  appropriate levels 
of  human judgment.

Weapons systems that select and engage targets without meaningful human control—
known as fully autonomous weapons, lethal autonomous weapons systems, or killer 
robots—would cross the threshold of  acceptability and should be prevented and 
prohibited through new international law (Docherty 2019).

 States such as the UK (United Kingdom Delegation 2018), France (French 
Delegation 2020), China (China’s Delegation 2018), and Korea (Acheson 2021) also 
claim for meaningful human control.

 The Directive innovation is that in the context of  deciding formally on 
the development of  AWS, the new Directive limits the scope of  appropriate 
levels of  human judgment by adding the phrase “in the envisioned planning and 
employment processes for the weapon” (United States Department of  Defense 
2023a, 15).
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This new language might require the evaluators of  an AWS proposal to 
declare how they envision AWS use, which could better accomplish the legal review 
requirement, which is similar to Scharre’s interpretation:      

This is new. As is the case with other weapons, how autonomous weapons are used 
can have a significant impact on their safety and even their lawfulness. The weapon 
should be considered in the context of  an intended use (Scharre 2023).

Nonetheless, this better fulfillment of  the weapon review requirement 
is restricted to the anticipated uses. Our perspective is that the new Directive 
represents a limitation as, before a formal decision on the development of  AWS, the 
requirement is the possibility of  commanders and deployers to exercise appropriate 
levels of  human judgment restricted to the envisioned planning and employment 
of  the AWS, and not to all possible foreseen uses of  the AWS. This new provision 
might diminish the requirement of  human-machine interaction as, once the AWS is 
developed, it might be used in contexts different from those envisioned and planned. 

AN ELUCIDATING STATEMENT ON THE DEFINITION OF FAILURE

The new Directive added to its definition of  failure the following sentence that 
elucidates what it considers minimizing the probability and consequences of  failure: 
“means reducing the probability and consequences of  unintended engagements to 
acceptable levels while meeting mission objectives and does not mean achieving the 
lowest possible level of  risk by never engaging targets” (United States Department 
of  Defense 2023a).

We acknowledge the possible interpretation that the new sentence restricts 
what is considered a failure and accepts some risks and consequences of  unintended 
engagement as long as they are within acceptable levels. IHL principle of  precaution 
requires all feasible efforts and not just reducing probabilities to acceptable standards. 

Nonetheless, this paper claims that the new provision sets a higher bar than 
the 2012 Directive, considering that under IHL the general rule is that honest and 
reasonable accidents are deemed lawful (Milanovic 2020). We argue that the novel 
Directive restricts the types of  accidents that are permissible, namely only those 
within acceptable levels. Furthermore, the Directive acknowledges that zero failure 
is unfeasible. Minimizing failures does not mean eliminating them, which is also not 
required by IHL’s principle of  precaution in the context of  other weapons.



126   ·   CEBRI-Revista

Barbosa 

The principle of  precaution is a milestone of  International Humanitarian 
Law stated in Article 57 of  Additional Protocol I to the Geneva Conventions of  
1949. Although not ratified by the United States, it is also a customary International 
Humanitarian Law rule binding on the country.

According to rule 15 of  the ICRC Customary International Humanitarian 
Law database:

In the conduct of  military operations, constant care must be taken to spare the civilian 
population, civilians and civilian objects. All feasible precautions must be taken to 
avoid, and in any event to minimize, incidental loss of  civilian life, injury to civilians, 
and damage to civilian objects (ICRC n.d.).

Under customary International Humanitarian Law, States must take all 
feasible precautions to avoid or minimize casualties. Adding content to the feasible 
precautions in the context of  AWS, the 2023 Directive foresees that minimizing 
failures “means reducing the probability and consequences of  unintended 
engagements to acceptable levels” (United States Department of  Defense 2023). 
If  properly implemented, the new Directive should aid the IHL principle of  
precaution as it adds content.

In line with the 2023 Directive, the U.S. issued in February 2023 the 
U.S. Political Declaration on Responsible Military Use of  Artificial Intelligence 
and Autonomy, which affirms that military use of  AI must follow International 
Humanitarian Law (United States Department of  State 2023): 

A principled approach to the military use of  AI should include careful consideration 
of  risks and benefits, and it should also minimize unintended bias and accidents 
(United States Department of  State 2023).

The novel Directive seems to have positively influenced the Draft articles on 
autonomous weapon systems, submitted by Australia, Canada, Japan, the Republic 
of  Korea, the United Kingdom, and the United States at the CCW GGE on March 
13, 2023, as it states:

Feasible precautions must be taken in planning and conducting attacks to spare, as far 
as possible, civilians and civilian objects from the loss of  life, injury, and damage or 
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destruction. Feasible precautions are those that are practicable or practically possible, 
taking into account all circumstances ruling at the time, including humanitarian and 
military consideration (Australia et al. 2023). 

The elucidation on the application of  international law as regards failure, 
brought by the new Directive, might influence other States members of  the CCW 
GGE and add substance to the obligation of  precaution in the international 
context of  AWS. 

WEAPON REVIEW
The 2023 Directive has innovated in some aspects of  its guidelines for review 

of  some AWS, as will be exposed in the following subheadings, mainly as regards a 
geographic restriction and the review of  AWS variants. 

The international obligation to review weapons is in Article 36 of  Additional 
Protocol I of  1977 (ICRC 1977). According to it, States must, in “the study, 
development, acquisition or adoption of  a new weapon, means and methods of  
warfare”, assess if  its use would “in some or all circumstances be prohibited by 
international law”. However, the U.S. is not a party to this Protocol and does not 
recognize Article 36 as a customary rule of  IHL. The U.S. reviews weapons on 
policy grounds (Dunlap 2016, 65), assessing “(1) whether the weapon’s intended 
use is calculated to cause superfluous injury; (2) whether the weapon is inherently 
indiscriminate; and (3) whether the weapon falls within a class of  weapons that has 
been specifically prohibited” (United States Department of  Defense, 2015).

Even for States party to the Additional Protocol I, or that recognize the 
customary obligation of  reviewing weapons, the review procedures and standards 
vary enormously, as they depend on national legislation or directives to assess 
whether a weapon is legal (Pilloud et al. 1987, 398). Therefore, a weakness of  the 
institute of  weapon review is the need for an internationally agreed framework 
(Amoroso 2020, 253). 

AWS brings additional challenges to weapon review due to their autonomous 
feature and the possibility of  in-field machine learning (Crootof  2018, 64). In 
2018, the CCW GGE unanimously adopted guiding principles on AWS, three 
of  which are weapon review-related. The principle “d” affirms “(…) in the study, 
development, acquisition, or adoption of  a new weapon, means or method of  
warfare, determination must be made whether its employment would, in some or 
all circumstances, be prohibited by international law”. Principle “e” affirms that 
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“States who are acquiring or developing AWS must consider (…) physical security, 
appropriate non-physical safeguards (including cybersecurity against hacking or 
data spoofing), the risk of  acquisition by terrorist groups and the risk of  proliferation 
(…)”. Finally, principle “f ” states, “Risk assessments and mitigation measures should 
be part of  the design, development, testing and deployment cycle of  emerging 
technologies in any weapons systems” (Group of  Governmental Experts 2018).

Despite affirming the relevance of  weapon review, the guiding principles offer 
rather vague guidelines. At the Political Declaration at the Responsible AI in the 
Military Domain, launched at the (REAIM) Conference in the Hague, the U.S. 
called on States to “(…) take effective 
steps, such as legal reviews, to ensure that 
their military AI capabilities will only 
be used consistent with their respective 
obligations under international law, in 
particular international humanitarian 
law” (United States Department of  State 
2023). It also recalls the importance 
of  States undertaking rigorous testing 
and that “Self-learning or continuously 
updating military AI capabilities should 
also be subject to a monitoring process 
to ensure that critical safety features 
have not been degraded” (United States 
Department of  State 2023).

The novel DoD Directive offers much more granularity and, therefore, not 
only enunciates U.S. perspective but also influences the international debate, which 
requires at least the sharing of  good practices on this challenging issue. 

Weapon Review and Geographic Area and Other Relevant  
Environmental Constraints 

Among the guidelines to review AWS, the 2023 Directive states that 
competent organs shall verify that the AWS are “designed to complete engagements 
within a timeframe and geographic area, as well as other relevant environmental 
and operational constraints, consistent with commander and operator intentions”. 
It further states that if  the AWS are “unable to do so, the systems will terminate the 
engagement or obtain additional operator input before continuing the engagement” 
(United States Department of  Defense 2023).  

The novel DoD Directive 
offers much more granularity 
and, therefore, not only 
enunciates U.S. perspective 
but also influences the 
international debate, 
which requires at least the 
sharing of  good practices 
on this challenging issue.



Exploring the 2023 U.S. Directive on Autonomy in Weapon Systems:  
Key Advancements and Potential Implications for International Discussions  

Ano 2 / Nº 7 / Jul-Set 2023   ·   129

The 2012 directive required a timeframe limitation (United States Department 
of  Defense 2012) but not a geographic limitation and other relevant environment 
constraints, representing a positive innovation that adds the likelihood of  precision 
of  the AWS, reducing the risk of  civilian harms. According to Scharre (2023, 6), 
“This paragraph means that the DoD cannot field autonomous weapons that are 
unbounded in time and geography”.     

This good practice should influence the international community while 
reviewing AWS. Nonetheless, this same provision of  the 2023 Directive demonstrates 
a trend to lose the bonds between humans and AWS, by removing the term “human”. 
The new guideline to review the AWS requires that, if  the system is unable to 
complete the engagement within the timeframe and geographical limitation, it 
shall ask for “additional operator input” and no longer “additional human operator 
input” (United States Department of  Defense 2012). As argued in Section II, this 
operator could be a legal person acting through AI. 

Weapon Review and AWS Variants
The 2023 Directive importantly and expressly requires a new review for AWS, 

that is a variant of  former approved AWS, if  there are changes in the algorithm, 
or intended mission set, the operational environment, target sets, and expected 
adversarial countermeasures (United States Department of  Defense 2023). The 
former Directive had no such provision. The new requirement of  review is highly 
relevant to ensure compliance with IHL if  changes occur. Often, AWS encompass 
machine learning, and its algorithms might learn from experience. In those cases, 
a new review is crucial. In addition, considering that autonomous devices select 
and engage targets without the necessity of  further intervention by a human 
being, they bear an inherent component of  unpredictability, which might increase 
to unacceptable levels if  the operational environment, mission or target sets, or 
expected adversarial behavior changes. The new provision adds safety, reliability, 
and compliance with IHL and IHRL right to life, a good practice that should 
positively influence other States.

Transparency, auditability, and explainability
A significant shift brought by the 2023 Directive is to incorporate the concepts 

of  transparency, auditability, and explainability, which are on the cutting-edge 
discussions in the field of  autonomous machines and artificial intelligence, as well 
as at the helm of  AWS.
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Transparency “refers to the extent to which the system discloses criteria of  its 
functioning. (…) The metaphor for transparency in this sense is the ‘why-did-you-do-
that?’ button: the systems must disclose the criteria, sources, and process (…)” (Spagnolli 
et al. 2018, 1). It is very relevant to discover how and why failures occur, make AWS 
understandable to operators, and make accountability possible (Winfield et al. 2021). 
Although there are different definitions of  explainability, we consider it a subset of  
transparency, meaning transparency is accessible to non-experts (IEEE 2020).

In this regard, on a policy level, the 2023 DoD Directive requires that AWS 
hardware and software be designed with “(c) technologies and data sources that 
are transparent to, auditable by, and explainable by relevant personnel”. The new 
Directive also innovated in dealing expressly with AI technologies. It required that 
the “design, development, deployment, and use of  AI capabilities in autonomous 
and semiautonomous weapon systems will be consistent with the DoD AI 
Ethical Principles and the DoD Responsible Artificial Intelligence Strategy and 
Implementation Pathway (…)”. In this regard, it also requires, among other things, 
that IA is traceable:

The DoD’s AI capabilities will be developed and deployed such that relevant personnel 
possess an appropriate understanding of  the technology, development processes, and 
operational methods applicable to AI capabilities, including with transparent and 
auditable methodologies, data sources, and design procedures and documentation 
(United States Department of  Defense 2023a).

Transparency, auditability, and explainability are crucial to prevent casualties, 
improving systems, and ensure accountability when breaches occur. In this regard, the 
2023 Directive added protection to those who AWS misdoings, especially civilians, 
might negatively impact. The U.S. political declarations also called on States to 
“ensure that military AI capabilities are developed with auditable methodologies, 
data sources, design procedures, and documentation” (United States Department 
of  State 2023). The Directive should positively influence U.S. policies and be a good 
practice that might positively impact the international debate.

AUTONOMOUS WEAPONS SYSTEM WORKING GROUP
An important innovation was the creation of  an Autonomous Weapons System 

Working Group composed of  Federal Government employees or Service members 
on active duty, which supports U.S. State organs to consider the DoD interests for 
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AWS review before formal development 
and fielding. The Autonomous Weapons 
System Working Group does not have 
decision-making power “but is tasked 
with supporting the decision-makers 
during the review process” (Paul Scharre 
2023). It advises decision-makers if  AWS 
require senior-level approval according 
to the 2023 Directive and how to identify 
and address issues during senior-level 
review (United States Department of  
Defense 2023a, 19).

A working group on AWS is a good 
practice that will foster the observance 
of  the 2023 Directive. However, as 
established in the 2023 Directive, the 
working group is restricted to federal government employees and service members 
on active duty and closed to civil society and academia participation, which could 
potentially add relevant insights to the AWS debate. It acknowledged that AWS are 
within the States’ security interests and are State secrets. However, the Directive 
could have opened to some civil society and academia participation by foreseen 
calls for written contribution or foreseen public hearings in which civil society and 
academia can voice their perspectives.

FINAL CONSIDERATIONS
The 2023 DoD Directive 3000.09 innovations represent both pushbacks and 

good practices to the international debate. On the downside, the new Directive seems 
to be sailing in a direction that agrees with further distancing the human element 
from the deployment of  AWS, opposed by International Human Rights Law and 
International Humanitarian Law organizations such as ICRC (ICRC 2019), Human 
Rights Watch (Wareham 2021,1), Stop Killer Robots (Docherty 2019), and some States 
such as France (French delegation 2020), that claim for meaningful human control. 

The new Directive definition of  AWS excludes the word “human” and 
substitutes it with “operator,” which is not necessarily a human. The Draft articles 
on AWS reflect the novel definition submitted by Australia, Canada, Japan, the 
Republic of  Korea, the United Kingdom, and the United States, meaning the other 
five States already adhered to it (Australia et al. 2023).

An important innovation 
was the creation of  an 
Autonomous Weapons System 
Working Group composed 
of  Federal Government 
employees or Service members 
on active duty, which 
supports U.S. State organs to 
consider the DoD interests for 
AWS review before formal 
development and fielding.
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Also, in the helm of  weapon review, the new Directive requires that, if  the 
system is unable to complete the engagement within the timeframe and geographical 
limitation, it shall ask for “additional operator input” (United States Department of  
Defense 2023a.) substituting the word “human” to “operator” again. 

The Directive also maintains the requirement of  appropriate levels of  
human judgment, which, despite requiring some human involvement, is a lower 
threshold of  human-machine interaction compared to other States’ claim for 
meaningful human control, for example (United States Department of  State 2023). 
It also encompasses the negative innovation of  limiting the scope of  appropriate 
levels of  human judgment by adding the phrase “in the envisioned planning and 
employment processes for the weapon” (United States Department of  Defense 
2023a.), meaning that not envisioned or unplanned uses might remain without 
appropriate levels of  human judgment.  

Those pushbacks lean towards U.S. military interests rather than ensuring 
higher standards of  protection of  Human Rights and International Humanitarian 
Law and, hopefully, should not be further influencing the international debate. 
Despite some challenging aspects, the 2023 Directive is an example of  good practice. 
It added content to the feasible precautions by stating that minimizing failures 
“means reducing the probability and consequences of  unintended engagements to 
acceptable levels” (United States Department of  Defense 2023a). Therefore, even 
accidents must be within acceptable levels. 

Regarding weapon review, it foresees the necessity to verify that the AWS 
is “designed to complete engagements within a timeframe and geographic area, 
as well as other relevant environmental and operational constraints, consistent 
with commander and operator intentions” (United States Department of  Defense 
2023a). It also requires a new review in the case of  AWS, a variant of  former 
approved AWS, if  there are changes in the algorithm or intended mission set, the 
operational environment, target sets, and expected adversarial countermeasures. 
The international community needs to share good practices regarding AWS review. 
The innovations brought by the 2023 DoD Directive 3000.09 have a great potential 
to reverberate positively in other States’ AWS review processes. 

Another positive innovation is AWS’s transparency, explainability, and 
auditability requirements, aligned with the most recent research on autonomous 
devices. It will be relevant to reduce casualties, make it possible to understand why 
and who when failures occur, and ensure responsibility. 

Creating an AWS working group is a good practice that aids compliance 
with the Directive. However, the DoD missed the opportunity to ensure 
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democratic participation in this working group by providing academic and civil 
society input venues. 

Those good practices regarding elucidating the definition of  failure, 
weapon review, requirements of  transparency, explainability, and auditability, 
and creating an AWS working group enhance the protection of  Human Rights 
and International Humanitarian Law. They also have the potential to influence 
the international community positively and add those topics to the focus of  the 
discussions of  the CCW GGE. 
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